
Part 2  

This part must involve development of some computer programme(s) or script(s) in a cross-
platform programming language or system of your choice. Here, a cross-platform 
programming language or system is one allowing the marker to run your code / executable(s) 
from all three mainstream operating systems (Windows, Mac OS, and Linux) without making 
any modifications to your code or executable(s). Python, Java, PHP, Perl, MATLAB, and 
JavaScript in a client-side HTML page that can run without a web server are good examples. 
Use an interpreted programming language as much as possible, unless your chosen advanced 
exercise requires the use of a compiled language like C or C++. When possible, consider 
using a free online compiler or runtime environment that can be used without the marker 
registering an account1 to test the executability of your code and include information about 
the online compiler / runtime environment you used for the marker to verify your code.  

While you are required to write some programme(s) / script(s), keep it/them as simple as 
possible, and submit as few files as possible (ideally just one single file so only this one needs 
executing by the marker). What is important is that the exercise itself should be more 
advanced, not the programme(s) and script(s) themselves. So if your programme(s) and 
script(s) turn out to be not very complicated (e.g., below 100 lines of code), it will be fine. As 
a rule of thumb, your source code should be very easy to test and the source code be easy to 
read by the marker in just a few minutes after reading your readme file.  

This part should be structured following the template below. Keep this part concise, and 
please try to limit your work within 5 A4 sides unless you have a lot of screenshots, pictures, 
tables and diagrams.  

Report Format (Five page report) 

Introduction 
An introduction of which week you chose and why you decided to do the advanced exercise.  

What advanced exercise did I do?  

Describe the advanced exercise you attempted. If you chose to use one in the class worksheet, 
explain why you did not create your own one. If you chose to create your own one, explain 
why it is relevant and how advanced it is compared with other class exercises.  

1 For example, https://www.onlinegdb.com/online_python_compiler for Python, 
https://www.onlinegdb.com/online_java_compiler for Java, https://www.jdoodle.com/php-online-editor/ for 
PHP, https://js.do/ for JavaScript, https://www.onlinegdb.com/online_c_compiler for C/C++, 
https://www.tutorialspoint.com/execute_perl_online.php for Perl, and 
https://www.tutorialspoint.com/execute_matlab_online.php for MATLAB/Octave. 
2 If you did your additional exercise in a different week other than Week n+1, please change this to the actual 
week.  

 

How did I do the exercise?  

Describe what you actually did for the advanced exercise and what you learned about.  



What results did I get and what did I learn about?  

Describe results you obtained, interpret them against your expectation, and explain what you 
learned about from doing the exercise.  

What went wrong and/or what more could be done?  

Describe any issues / mistakes / challenges / problems you experienced, and/or anything 
additional or more advanced you could do beyond what you attempted.  

Source code  

Submit your source code (and executable(s) if relevant) as a separate zip file (named [CW2-
Part2.zip]) or directly copied in the report if the code is simple enough. Include a readme file 
or a paragraph in this section of this part of the report, explaining how the source code / 
executable(s) should be run to reproduce results you obtained. In the readme file, give clear 
instructions on how your code can be executed (ideally using an online compiler) to 
reproduce the results you reported.  

Where relevant, for all the questions provide evidence of your work (acceptable evidence 
includes – but not limited to – screenshots, tables, diagrams, pictures of work done on paper). 
You should include enough evidence so that the marker can mark without relying on 
executing your code/executable(s) and examining the results himself/herself.  

5 paged report marking scheme 

The marking scheme of this part is as follows: 
•	Introduction of Part 2 (5 points) 
•	What advanced exercise did I do? (10 points) 
•	How did I do the exercises? (15 points) 
•	What results did I get and what did I learn? (15 points) 
•	What went wrong and/or what more could be done? (5 points) 
•	Source code (10 points – the readme file 5 points, source code running without problems 5  

points)  

Except for the source code, marking of other aspects will be based on the correctness of the 
technical content and writing quality of the documentation.  

 

Pick One(This are all in class worksheets) 

Exercise 1 – Personalised dictionary attack based on OSINT (open-source intelligence) You 
found yet another hash value of a password alongside a (not so random!) salt in yet another 
leaked password database: Hash value: 
f23614e1c3bf8e2c6c30f3435f087df194795dfa674bf37a23e1578a0164a66c Salt: 
THISISASALT The leaked database also shows the name of the person the password belongs 



to: Athila Kita. Discover the password behind this hash value! Hints: 1) Google “OSINT” and 
think about what it is about. 2) This password includes some special character(s)!  
 
 
Exercise 2 – Training-based password cracking Choose a leaked password database. Split it 
into two halves. Use one half to train a password cracker, using a probability model (which 
can be as simple as a word list of frequencies or as complicated as PCFG shown on Lecture 
Slide 33). Use the trained password cracker to guess passwords in the other half. Repeat the 
above for on two different leaked password databases (one as the training set and the other 
as the target database). Compare the results. What can you observe? Can you explain the 
observations? 
 
Exercise 3 – Using content security policies (CSP) to secure a website Create a simple 
dynamic website and think about what you need to do to prevent XSS attacks against the 
website. Use Google to search for an existing library or class supporting CSP to make your 
job easier.  
 
Exercise 4 – Implementing ABAC for a website or a mobile app Design a simple website or 
mobile app implementing some form of age-verification techniques (AVTs) to use age as an 
attribute to control the access to some content of the website/app. Hint: Check mobile apps 
for kids on Google Play to see how they use AVTs to unlock advanced settings or solutions 
(which are reserved for parents or teachers).  
 
Exercise 5 – Implementing a toy FIM system Using any of the techniques introduced in the 
lecture slides or any other FIM techniques you can find, build a toy FIM system. To 
demonstrate the working of the system, implement at least one IdP, one user, and two SPs, 
and demonstrate that the user can use SSO to log into the IdP once but all SPs without the 
need to relogging in repeatedly. 
 


