
 

 

 
NETW7007 
Operating Systems Security and Development  
Coursework- Part 2: Understanding and modifying an OS   
(This exercise assesses LO (Learning Outcomes) 2 and 4.) 
LO 2: Create system level software that modifies and extends existing operating systems. Conduct 
experiments designed to evaluate the performance, security and reliability of their modifications 
and additions. 
LO 4: Demonstrate a thorough understanding of multi-threaded/process systems through the design 
and implementation of communicating, multi-threaded systems software. 
 
For this exercise, you will be developing software that makes use of interprocess communication, 
and then working on the operating system which supports that interprocess communication. 
 
Follow the steps below in order, as you might find it harder if you don’t, completing each step before 
moving on to the next. 
 
1. Write, in C or C++ under Minix, a simple multithreaded chat server. This should consist of two 
programs: a client and a server. A user connects to the server by running the client and can then 
send messages which are sent to all other clients connected to the server. All clients will be running 
on the same virtual machine; there is no need to deal with chat over the wider network. (You may 
imagine the virtual machine to be a cloud server which users are accessing remotely.) 
 
Users should identify themselves by name when they run the client. There is no need to implement 
password authentication. 
 
You should use Minix's interprocess communication facilities to send the messages. Each user who 
connects to the server should be assigned their own thread within the server process; once 
messages arrive with the server process they should be shared between the threads using an 
appropriate mechanism. 
 
When the user is not typing not receiving a message on a client, it should run a simple continous 
ASCII animation (for example a star moving and forth) to indicate that it is still connected. This can 
be created using the curses library. 
 
2. Add a "bot" client to your chat system. It should connect to the server in the same way as other 
users do, but instead of displaying an animation or asking the user to give input, it should detect 
when the message "primes X" (where X is a number) is sent and reply with a list of all prime numbers 
below X. You should calculate this list using the "bogo primes" algorithm - that is, compare every 
number below X to every other number below X to check if any divisors exist. This is a very 
inefficient algorithm and would not normally be used, but it is intended for experimental use as 
described below. 
 
3. Add timing code to your clients. The animation code should display the number of milliseconds 
since the animation was last updated (or an average value). The bot should display (or include in its 
reply) the number of milliseconds it took to receive the message and compute the response. 
 
4. The multiple threads and processes that make up your chat program will be interacting with 
Minix's round robin scheduler. This contains a value called the quanta or timeslice (how long a 
process is allowed to run for). A process would normally halt when waiting for input (from the 
keyboard or IPC), but because of the animation included in your clients, they will always be able to 
continue the animation and thus will need to be scheduled regularly. 
 



 

 

Using the instructions in the "working with Minix" section below, modify Minix's scheduler quantum 
and note any differences made to the operation of your clients and servers. You will need to refer to 
your timing code and bot to do this as the differences may be too subtle to see. 
 
5. Experiment with multiple quanta values to establish how they affect behaviour of your server in 
terms of responsiveness to the user, speed of message delivery, and speed of responses from the 
bot. You may also try running multiple bots or modifying the core scheduling algorithm of Minix. 
 
Try to do all your experiments on the same model of computer, as performance will vary between 
machines. 
 
You should write a log of the experiments you did with quanta length, number of processes running, 
and resulting execution times and user responsiveness properties. 
 
 
Tips for working with Minix   
There are several options for timing your program. Inside your program you can use the time() 
function to get the system time in seconds. You can then compare time values before and after each 
thread or group of threads to measure how long they took. If you need more detailed timing, you 
can use the clock_gettime function with CLOCK_REALTIME to get a timespec object with the time in 
seconds and nanoseconds (although the nanoseconds may not be fully accurate). To calculate the 
difference between timespecobjects use the timespecsub function.  
 
You can also use the time command at the shell to measure the total time taken by the process 
(enter time ./a.out). You can also use the Minix system profiler to measure the impact of the 
scheduler on your program. To use this, type profile start, run your program, then type profile stop. 
This will create a file profile.stat.out which can be read using the sprofalyze tool. This will not tell you 
how long each of your threads took, but it will tell you how many system ticks were spent on the 
scheduler and other system processes. You can compare several profiles by converting each profile 
to a comparable format by entering sprofalyze -d profile.filename > compare.filename, then using 
sprofdiff to compare the two comparable format files.  
 
The default user time quantum on Minix 3.4 is set in /usr/src/minix/include/minix/config.h in the 
line USER_QUANTUM. The size of the process table is in sys_config.h in the same directory on the 
_NR_PROCS line. After changing these files, you will need to recompile the kernel. To do this, cd 
/usr/src/releasetools and make hdboot, then reboot to the new version of your OS. When you do 
make hdboot, Minix saves a copy of the old OS as an additional option on the start menu, so if you 
accidentally create a build that will not boot, you can recover.  
 
To modify the scheduling algorithm of Minix you may modify several different points within the OS. 
The scheduler server, which makes the decisions about process' priorities and quantums, is in 
/usr/src/minix/servers/sched. The process manager which invokes this is /usr/src/minix/servers/pm. 
The system call which spawns a child process is implemented   
in /usr/src/minix/kernel/system/do_fork.c. The kernel level code which actually pays attention to 
these decisions and loads software onto the CPU is in /usr/src/minix/kernel/proc.c. (The actual 
interrupt service routine is in /usr/src/minix/kernel/arch/i386/mpx.Sbut this is written in assembly 
language and all it does is save the system state and then call proc.c and so should not be altered.)  
 
If you modify sched or pm you will need to make services (in /usr/src/releasetools) to install the new 
ones. If you modify the kernel you will need to make hdboot to install the new kernel. You can 
rebuild changed components of the entire system with make build MKUPDATE=yes in /usr/src. You 
can force a rebuild of everything with make build alone, but this will take up to an hour. Beware that 



 

 

the first action of make build is to delete all previously compiled object files, so once you have run 
this command (even if it was by mistake), you will have to compile from scratch!  
 
Further Clarifications   
1. Multithreading does not require the use of a separate thread library. Instead, you should use 
multiple processes created using fork() within the same program. 
 
2. Minix’s interprocess communication facilities include local sockets. You do not need to use 
IPC facilities that are unique to Minix. 
 
3. The word server has a particular meaning in Minix terminology which is not what is 
intended. We mean instead just a general process that accepts connections. 
 
4. You may experience difficulties in storing large strings on Minix. So if you wish, instead of 
returning ALL primes up to a given number, you can return the largest prime smaller than that 
number. Note that you will need to use large numbers to give a meaningful time reading as Minix’s 
timer is not accurate to milliseconds so it will probably return zero unless the pause is substantial. 
 
5. The ASCII animation requirement is to make sure that multiple threads are regularly ready at 
once. If you experience problems with the animation component, you may instead have a thread to 
do something else like running a long bogoprimes task while sending other chat messages through 
the server. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Mark scheme and deadlines 

This exercise is worth 50% of the total marks for the module.  

• Submit your report via Moodle by Friday 30th April 2021, 5:00 PM. has a limit of 2000 words 
(excluding annotated code, references, tables, and figures). 

• The reports longer than 10% of the word limit will be penalised. 

• Marks and feedbacks will be available on Moodle 3 weeks after submission.  

• This coursework is an individual piece of work. The University rules concerning plagiarism, 
syndication, and cheating apply. 
 
Your report covers: 
 

1) A description of your chat server/client and the architecture you used to manage 
communication (15% of module mark) 

2) Use of threat analysis to identify two major vulnerabilities of the chat system 
running in Minix. Contrast Minix with modern operating systems and explain either 
why the vulnerability would not exist on the latter or, if applicable, why it would. 
(30%) 

3) Design an experiment to analyse the effect of varying quanta values on properties of 
your system, including responsiveness of the user interface, and message delivery 
times, and responsiveness of the bot. (30%) 

4) Implementation analysis that includes the architecture of your system* (e.g., client-
server), the system’s design for both the client and server programmes including 
their main components and the communications between those components, and   
implementation details (provide example code for each item): how to run multi-
process/multi-thread, the differences and similarities between the server and the 
client programmes, how a client communicates with the server, how a client 
communicates with the other clients, how the server communicates with a client, 
how the server identifies clients, how the clients identify each other, how a client 
identifies the server, and how to identify users**. (25%) 

*Some similarities may exist between items #1 and #4, however more details might be required for 
item #4. 

 

• 70%-100%: The student has made a very good attempt at all the four above describing i) 
chat server/client and the communication architecture, ii) threat analysis and the identified 
vulnerabilities of the chat system, iii) the design of the experiment to analyse the effect of 
varying quanta values on properties of the system, and iv) the implementation analysis. The 
report is very well written/presented.  

• 60%-69%: The student has made a good attempt at all the three above describing i) chat 
server/client and the communication architecture, ii) threat analysis and the identified 
vulnerabilities of the chat system, iii) the design of the experiment to analyse the effect of 
varying quanta values on properties of the system, and iv) the implementation analysis. The 
report is well written/presented.  

• 50%-59%: The student has attempted all the three above describing i) chat server/client and 
the communication architecture, ii) threat analysis and the identified vulnerabilities of the 
chat system, iii) the design of the experiment to analyse the effect of varying quanta values 



 

 

on properties of the system, , and iv) the implementation analysis. The report 
writing/presentation is acceptable.  

• 40%-49%: The student has attempted some of the three above describing i) chat 
server/client and the communication architecture, ii) threat analysis and the identified 
vulnerabilities of the chat system, iii) the design of the experiment to analyse the effect of 
varying quanta values on properties of the system, , and iv) the implementation analysis. The 
report writing/presentation is weak.  

• 0%-39%: The student has attempted one/two of the three above describing i) chat 
server/client and the communication architecture, ii) threat analysis and the identified 
vulnerabilities of the chat system, iii) the design of the experiment to analyse the effect of 
varying quanta values on properties of the system, , and iv) the implementation analysis. The 
report writing/presentation is very weak.  

 
 


